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LIVING ON THE DEEP EDGE

“If there is a constant in the history of the Internet, it is surprise.”1

This past year marks the tenth anniversary of Netscape’s initial public offering. Many believe
that August 9, 1995 signifies the true beginnings of the commercial Internet, and the rise of the
dotcom boom. Of course, five years later came the dotcom bust, when conventional wisdom
deflated any pretensions about a brave new World Wide Web that would reshape dramatically
the lives of billions around the globe. In many ways we still live in the long shadows cast by the
dotcom bust, only now beginning to peer out hesitantly at the virtual landscape around us for
any signs of sustainable life.

It is a truism that we humans tend to overestimate the short-term, and to underestimate the long-
term. As a result, while we all have been waiting impatiently for the more immediate promise of
the Web to commence, the beginnings of the longer-range future suddenly are upon us.

This myopia seems to be especially prevalent today in the telecommunications services sector.
Indeed, even as industry players and analysts busy themselves with plans revolving about “triple
play” and “home run” network convergence at the consumer level, there are growing signs that
this provider-centric approach is ignoring a larger emerging picture. With the advent of always-
on broadband connections, significant computing power and storage, and personal mobile
devices, human ingenuity is finding novel ways for computer software to provide information and
entertainment and – most importantly – connectivity. From all corners of the Internet, and in
myriad ways, millions of innovative entrepreneurs and ordinary people are adopting
applications and creating content as part of their daily lives. The rapid growth of innovative
user activities at the proverbial edge of the network, leading to the emergence of a user-powered
Web, pose difficult challenges for those invested in present-day business models. In other words,
those in legacy industries may be so entranced with their own images in the mirror that they may
well be missing both the forest and the trees.

This paper discusses some of these thus-far overlooked market and technology developments,
occurring in what I term the “deep edge” of the Internet. In particular, these developments
collectively are helping give rise to a growing emergent phenomenon best described as a user-
powered Web. We will examine how exploding innovation in the rich and expansive edges of the
network (the upper layers) portends future conflict with many of the command-and-control
assumptions of the incumbent providers of first-mile connectivity (the lower layers). The paper
also lays out some tentative thoughts about how U.S. government policymakers should approach,
and seek to reconcile, this seeming divide between those operating in the network core and those
living at the applications edge.

1 Janet Abbate, Inventing the Internet (1997), at 218.
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INTRODUCTION

The story of the Internet largely is the story of innovation, flourishing among end users
operating at the proverbial edge of the “network of networks.” As we shall see, creativity
and ingenuity find a natural home in the welcoming environment created by the Net. The
reason is straightforward: the crux of the Internet is innovation without permission.

In order to promulgate his protocol creation, Tim Berners-Lee didn’t need to file a tariff,
or submit a certificate, or pay a licensing fee. He was not required to file a petition
seeking authorization to use the network. Nor did he hire outside lobbyists to insert
legislative language enabling a particular business model.

The Internet is a political creation, one imbued with certain values. Market players and
government policymakers have the power to alter those values serve other objectives,
which in turn has major consequences for how we experience the Net.

In some respects, this paper is a natural follow-on to my previous publication discussing
the layered nature of the Internet, and highlighting some important implications for U.S.
Internet and telecommunications public policy.2 [summarize layers paper]

Here I seek to extend the analysis [more]

Of course, as John Naughton puts it, writing about the Net is “like skating on
quicksand.”3 While some writings about the Internet have stood up well in the short
years since it first emerged into public consciousness, many others in retrospect come off
seeming wildly optimistic, unduly pessimistic, and/or flat out wrong. My aim here is to
present a moderated view, one that strikes a balance between the promises and the perils
on online life in the early 21st Century.

In Part I,

The nature of innovation [more]

In Part II,

The emerging Internet-based ecosystem [more]

2 Richard S. Whitt, A Horizontal Leap Forward: Formulating A New Communications Public Policy
Framework Based on the Network Layers Model, 56 FED. COMM . L.J. 587 (2004).
3 John Naughton, A Brief History of the Future: The Origins of the Internet (1999), at 267.
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Finally, in Part III, I present a somewhat contrarian view of “convergence.” I will
attempt to find a pathway between the mindsets of the Net Commons and the Net
Managed. This pathway could have significant implications for U.S. public policy,
namely how to approach the issue of end user access to broadband platforms.

[more]

Whether these potentially immense marketplace changes ultimately will prove harmful or
helpful to the bottom line of legacy telecommunications service providers, and how in
turn policymakers should react, is a story very much unwritten.
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Part I. The Deep Roots of the User-Powered Web

“All of us are interested in the future, for that is where we will be spending the rest of our
lives.”4

A. Key Elements of Internet Architecture

For starters, it is important to understand that the “network of networks” we call the
Internet is not some neutral, value-free assemblage of routers and servers and fiber optics.
Generally speaking, technology may be viewed from a certain perspective as “neutral,”
but how we design and use it reflects a distinctive social and psychological bias. As an
artifact of human ingenuity, technology expresses deep-seated desires, wants, needs, and
fears. While component parts may be used for a variety of purposes – think for example,
of the assemblage of mechanical systems into either exploratory rocket-ships or atomic
weapons – the design and assembly and uses of those components inevitably reflects very
human impulses.

In the case of the present-day Internet, that built-in bias is reflected in the key elements of
its architecture and infrastructure. As Lawrence Lessig already has shown us, Code is
Law,5 or rather that computing technologies are products of human design. Those who
struggled to bring forth the Internet did so in the full knowledge that they were imbuing it
with specific characteristics that reflected their personal and professional value systems.
Those values include openness, flexibility, and the lack of any pervasive authority.6 The
Net is also oriented towards user activities at the so-called “edge” of the network, as
opposed to network activities at the network’s “core.”7

At the same time, the Internet has no fixed, inherent nature, except for what we build into
its architecture. In a very real sense, the Net is what we make it. The “network of
networks” certainly can continue to be what it has been: simple, transparent, modular,
interconnected, decentralized. Indeed, many of its more enthusiastic backers seem to
assume that it will always be the case. Like any human-made construct, however, the Net
also can be built to be something else – including something complex, proprietary,
integrated, and centralized. The TCP/IP protocols do have some real magic inherent in
them, but only when conjured up as a matter of deliberate choice and considerable effort.
One can hope and even presume that the characteristics we desire will remain, or become
further enhanced, but such presumptions alone can do nothing to advance the cause. We
must wrest from the Internet what we will.

As will be discussed in more detail below, the Internet is a distributed, small-world
network that follows a “power law” of ordered links. The World Wide Web is another

4 “Plan Nine from Outer Space” (19 ), directed by Ed Wood.
5 Lawrence Lessig, Code, at __.
6 Naughton, The History of the Future, at 277-280.
7 [cite]
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small-world network, similar in structure to the Internet.8 At the same time, the Internet
looks like a hierarchical decentralized network, which has evolved through innumerable
accidents and reflects the decisions of countless individuals, businesses, universities, and
so on, which would lack any common theme.9 However one chooses to define it, “the
Web’s large-scale topology -- that is, its true architecture – enforces more severe
limitations on our behavior and visibility on the Web than government or industry could
ever achieve by tinkering with the code.”10

1. Code and Layers

Put simply, the Internet is comprised of Code, stacked in Layers.11 One can view Code,
the software and hardware components of the network, as the bricks and mortar.12 Writ
large, code is “a set of procedures, actions, and practices, designed in particular ways to
achieve particular ends in particular contexts. Code = praxis.”13

In contrast, layers constitute the architectural features of the Internet, in this case its
modular structure. The layers are what we build, using the raw materials of code as the
building blocks.

As I indicated in my previous paper:

Engineers use multiple protocols that partition a communication problem
into disparate sub-problems and organize the software into modules that
handle the sub-problems. Functions are allocated to different protocol
layers or levels, with standardized interfaces between layers. The
flexibility offered through the layering approach allows products and
services to evolve by accommodating changes made at the appropriate
layer, rather than having to rework the entire set of protocols. In other
words, layering allows changes to implementation of one layer without
affecting others, as long as the interfaces between the layers remain
constant.14

Layers create a degree of “modularity,” which allows for ease of maintenance within the
network. This modularity, or independence, of each layer creates a useful level of
abstraction as one moves through the layered stack. As shown above, applications or
protocols at higher layers can be developed or modified with little or no impact on lower
layers. This can result in tremendous efficiencies when one seeks to upgrade an existing

8 Buchanan, Nexus, at 83.
9 Mark Buchanan, Nexus (2002), at 80-81.
10

Barabassi, Linked, at 175. As one example of this principle, Barabassi estimates that we can only reach
about 24 percent of all the documents on the Web; the rest are invisible to us, unreachable by surfing. This
is because the links of the Web are directed, following disjointed paths, while most true webs are
nondirectional. Linked, at 175.
11 See generally Whitt, A Horizontal Leap Forward, at 601-609.
12 Albert-Laszlo Barabasi, Linked (2003), at 174.
13 Alexander R. Galloway, Protocol (2004), at xii.
14 Whitt, A Horizontal Leap Forward, at 602 (citation omitted).
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application (higher layer) that makes extensive use of underlying physical infrastructure
(lower layer).15

Noted communications theorist Yochai Benkler has crafted a model of the different
layers of the Internet, which helps reveal the inner workings that often are hidden from
the view of the average user.

Utility Protocol Layer

Transport Layer

Network Layer

Link Layer

HTTP, SMTP, FTP, DNS, etc.

TCP, UDP

IP, ICMP, IGMP

Interface to the Physical Layer

Physical Layer
Ethernet, Modem, DSL, Cable, T1,
Fiber Optics, Satellite, Bluetooth,
Wi-Fi, etc.

Application / Services Web Browsers, Email Client Software,
MP3 Software, Word Processors, etc.

Text, Speech, Music, Pictures, Video, etc.Content Layer

Logical / Code Layer

The Benkler Communications System Layers Model

TCP / IP
Protocol Suite

Figure 1

2. IP: Ubiquity, Simplicity, and Transparency

In 1974, Vint Cerf and Robert Kahn issued their seminal paper on the TCP/IP protocol
suite, in which the authors “present a protocol design and philosophy that supports the
sharing of resources that exist in different packet switching networks.”16 Based in large
part on how Cerf and Kahn designed that protocol suite (plus more than a little help from
the U.S. Government to ensure its ubiquitous use on the networks), the Internet Protocol
(IP) has become the common “bearer” protocol at the heart of the Internet.17

An important design attribute of IP is its completely agnostic and transparent nature. In
particular, IP does not care what underlying transport is used (such as fiber, copper, cable,

15 Whitt, A Horizontal Leap Forward, at 604.
16 Vinton G. Cerf and Robert E. Kahn, A Protocol for Packet Network Intercommunication, IEEE Trans. on
Comms, Com-22, No. 5 (May 1974), available at http://cs.mills.edu/180/reading/CK74.pdf.
17 See Whitt, A Horizontal Leap Forward, at 629; see also 605-09 (general overview of IP).
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or radio waves), what application it is carrying (such as browsers, e-mail, Instant
Messaging, or MP3 packets), or what content it is carrying (text, speech, music, pictures,
or video).18 Thus, IP enables any and all user applications and content. It does so by (1)
decoupling the content and applications from the underlying transport, and (2) not
interfering with, or discriminating against, any user applications.

The Internet was one of the first steps in the separation of the services layer from the
physical layer of the network. Further penetration of IP will enable a separation of the
traditional, formerly necessary relationship between the transport provider and the service
provider.19

The “layers principle” as articulated by Professor Lawrence Solum amounts to creating a
behavioral norm that tracks the actual operation of IP in the Internet. Thus, in Solum’s
principle, the transport layer is not allowed to discriminate against any of the three levels
above.20

3. E2E

The “End-to-End Principle” (E2E) stands for the general proposition that the Core of the
Internet (the network itself) tends to support the Edge of the Internet (the end user
applications, content, and other activities.21 Some have translated this as dumb networks
supporting smart applications.22 The more precise translation is that a class of functions
can only be completely and correctly implemented by the applications at each end of a
network communication.

The end-to-end arguments constitute a set of design principles concerning how
application requirements should be met in a communications system. “The end-to-end
arguments suggest that specific application-level functions usually cannot, and preferably
should not, be built into the lower levels of the system—the core of the network.” 23 The
E2E principle suggests that communications – information – ideally should not be filtered
or change or operated on by the network itself, but only by the edges, at the level of client
applications that individuals set up and manipulate.24

Of course, the E2E principle can be prone to exaggeration. One cannot have a modern
data network without a core (physical infrastructure at the lower layers of the protocol
stack) and an edge (physical and virtual applications at the upper layers of the protocol
stack). The core includes the transport functionality to connect together the myriad
constituents of the edge, as well as the widespread distribution of the applications and

18 Whitt, A Horizontal Leap Forward, at __.
19 Clayton M. Christensen, Scott D. Anthony, and Erik A. Roth, Seeing What’s Next (2004), at 241.
20 Lawrence B. Solum and Minn Chung, The Layers Principle: Internet Architecture and the Law, 79 Notre
Dame L. Rev. 815 (2004).
21 Whitt, A Horizontal Leap Forward, at 604-5.
22 [cite David Weinberger, others]
23 David D. Clark & Marjory S. Blumenthal, Rethinking the Design of the Internet: The End to End
Arguments vs. the Brave New World, TPRC Paper 1 (dated Aug. 8, 2000).
24 Susan P. Crawford, Someone to Watch Over Me (September 2005 draft), at 21.
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content and services provided by the edge. In a very real sense, in order to have a fully-
functioning network, the edge and the core need each other.

In its essence, the E2E principle is about the extent to which end users are in control of
their activities using the Internet. “The end-to-end architecture of the Internet is designed
to be fairly simple, open and stable at the network level while allowing users the freedom
to develop innovative applications to run on top of it”25 Thus, users remain the driving
force in the system.26 As several joint commenters note, “rather than relying upon the
creativity of a small group of innovators who might work for the companies that control
the network, the end-to-end design enables anyone with an Internet connection to design
and implement a better way to use the Internet.”27

As related to the Internet, the end-to-end argument is transformed into a principle “to
make the basic Internet protocols simple, general, and open, leaving the power and
functionality in the hands of the application.”28 Professor Phil Weiser indicates that the
end-to-end network design “allows for diversity of the modes of physical access as well
as a plethora of applications and content developed to work with the TCP/IP standard.”29

The resulting explosion of innovative applications on the Internet likely would never
have happened but for the incorporation of the end-to-end design into the network.30 In
Wu’s words, “The Internet’s layered architecture and embedded end-to-end design have
created an Internet where coding power resides among the designers of applications.”31

Thus, Innovation and creativity become decentralized.

Lee McKnight: “Most Internet businesses operate on the edge of the Internet, which is
where the intelligence and processing power resides by design.”32

“By allowing the ‘intelligence’ of the network to be placed at the user level – in
applications rather than in the network itself – the Internet has enabled individual
creativity to emerge and flourish in unprecedented ways.”33

Even in the converging world of telecommunications, intelligence is migrating from the
center of the network out toward the user’s access device.34

25 David Bollier, Silent Theft (2002), at 102.
26 Id.
27 Ashish Shah, Douglas Sicker, and Dale Hatfield, Thinking About Openness in the Telecommunications
Policy Context, TPRC Paper (September 20, 2003), at 6.
28 Timothy Wu, Application-Centered Internet Analysis, 85 Va. L. Rev. 1163 (1999), at 1164-65.
29 Philip J. Weiser, Law and Information Platforms, 1 J. on Telecomm. & High Tech. L. 1 (2002), at 4-5.
30 See, e.g., Mark A. Lemley & Lawrence Lessig, The End of End-to-End: Preserving the Architecture of
the Internet in the Broadband Era 14 (Stanford Law School, Working Paper No. 207) (2000), available at
http://cyberlaw.stanford.edu/e2e/papers/Lemley_Lessig_e2epaper.pdf (explaining role of “e2e” design in
producing the “extraordinary innovation” of the Internet).
31 Wu, Application-Centered Internet Analysis, at 1193.
32 Lee W. McKnight, Internet Business Models: Creative Destruction As Usual , in Creative Destruction:
Business Survival Strategies in the Global Internet Economy, Lee W. McKnight, Paul M. Vaaler, and Raul
L. Katz eds. (2001), at 47.
33 David Bolier, Silent Theft: The Private Plunder of our Public Wealth (2002), at 99.
34 Steven Shepard, Telecommunications Convergence (2000), at __.
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Jonathan Zittrain:

“The Internet’s framers intended an hourglass design, with a simple set of narrow
protocols in the middle, anchored by the Internet Protocol, resting on a large collection of
physical carriers at the bottom and innumerable applications on the top. Such a design
kept the network simple. Indifferent to the physical media on which it is dependent and
of the nature of the data it is passing, the network need not care whether the data
consisted of chunks of e-mail, instant messages, Web pages, Webcams, or Kazaa music
files. This so-called end-to-end architecture enabled the Internet of today: a flexible
metanetwork capable of subsuming existing networks. End-to-end is a technical rule of
thumb, suggesting that features that might be tempting to install in the middle could more
beneficially be located at the ends and handled by individual applications.”35

“End-to-end is also lately a political rallying cry – voiced with growing frequency as
worries surface about ‘the end of end-to-end’ for nontechnical reasons…. The ability to
throttle traffic on an application-by-application basis presents the emerging broadband
world with a thorny issue. More importantly, though, is the thought that the default rule
of the network engineers’ hourglass could be inverted: ISPs might be induced to offer
Internet connectivity only for approved and certified applications…. Whether for
security purposes or to funnel users to particular activities and Web sites, Internet access
can be limited to a highly circumscribed set of tasks….”36

“Such systematic barriers are deeply offensive to the values of the Internet designers, and
they represent a drastic transformation of today’s Net from an engine of innovation to
little more than interactive cable television.”37

The managed network counterparts to the unmanaged Internet – cell phone networks,
cable-TV networks, satellite systems – are both less inspired in their range of uses and far
more enticing to publishers as vehicles for reaching their markets precisely because of
their consumer limitations.”38

“If anything, it is surprising that routing has remained dumb for so long – that the grace
period during which the Internet has developed unencumbered has been more than a
fleeting honeymoon once the power of the Net was appreciated by mainstream
governments and private firms. That grace period has ended, and what will come next is
entirely up for grabs.”39

35 Jonathan Zittrain, The Balkanization of the Broadband Internet, in The Broadband Explosion, Robert D.
Austin and Stephen P. Bradley, eds. (2005), 337, 350.
36 Zittrain, Balkanization, at 351.
37 Zittrain, Balkanization, at 351.
38 Zittrain, Balkanization, at 352.
39 Zittrain, Balkanization, at 353.
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4. “NetVergence” And The Layered Approach

The end result: IP helps fashion the “virtuous hourglass” from disparate activities at the
different network layers.

Convergence at the IP (middle) layer

Divergence at the physical networks (lower) and applications/content (upper) layers

The Internet is emergent and self-organizing, so that its architecture is much richer than
the sum of its parts.40

[cite layers paper]

What I call “NetVergence” (converged protocols, diverged platforms and diverged
applications/content)

Technology platforms such as the Internet are both open (accessible) and communal
(adaptable).41

Layers framework

While there are several different ways to think of the modular components of the Internet,
perhaps the model that best combines simplicity and veracity is a four layered approach.

My previous paper spelled out the pros and cons of such a layered model.42 I also
suggested that, by way of balancing the desire for simplicity with the need for precision,
a modified version of this layered model should be adopted.43 This four-layer version is
reproduced below.

40 Barabassi, Linked, at 174.
41 Kenichi Ohmae, The Next Global Stage (2005), at 127-130.
42 Whitt, A Horizontal Leap Forward, at 614-21.
43 Whitt, A Horizontal Leap Forward, at 621-24.
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Content/Transactions Layer

Applications Layer

Logical Network Layer

Physical Network Layer

Proposed Network Layers Model

Transport

Access

Figure 2

The top two layers of the model, applications and content, are what is in the end user’s
control and visibility, while the lower two layers, physical and logical, are what is in the
network’s control and visibility. As one commenter has pointed out, the upper layers are
not global at all, but deployed by individuals and entrepreneurs to make use of the lower
layers.44

This four layer approach can be modified in several ways, to highlight the ways that
different players and activities can affect the other modular components of the network.

[Respond to criticism]

[Respond to, and adapt, some suggest modifications to the framework via Werbach, Wu,
Marcus, Thierer, etc.]

44 Susan P. Crawford, Shortness of Vision (2005 draft), at 7.
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5. Overlooked Components: The Social, Economic, and Legal Backdrop

In describing the essential architectural and modular ingredients that make up the Internet,
many tend to neglect some of the most critical elements: namely the social, economic,
and legal environment within which the Internet operates. Some have referred to a
technology’s “context of use,” which describes the society and the web of other artifacts
within which technologies are always embedded.45 A technology is not severable from
the culture in which it is embedded. “Material artefacts encode, embody, convey, or
transmit whole systems of immaterial ideas and behavioural patterns.”46

Technology evolves with us, with our human capacities and our culture and our
environment. Susan Crawford helpfully has called it the “code/law background
medium,”47 but it actually involves a richer and more complex mix of elements.
One cannot divorce the Net from its social, economic, and legal context. The ecosystem
of the Internet is but a part of the larger ecosystem of human life.

Larry Lessig declared that Law is Code, but the fact is that code can be regulated by an
assortment of individuals and collectives (such as corporations, courts, and legislatures).

Because of this rich backdrop, government officials and policymakers potentially have an
enormous role in shaping the architecture of the Internet, and how it can be used. As we
shall see, the U.S. Government in particular can and will regulate the Internet.48

B. The Web As an Edge-Based Phenomenon

1. An Unlikely Child

It has become a truism that the commercial Internet, and particularly the World Wide
Web, is a phenomenon built largely by end users operating at the periphery of the
network. This paper is premised on that very thesis. Nonetheless, surprisingly few
bother to stop to ponder exactly what that truism may mean, or what specific implications
can be drawn for the future.

Certainly the Internet did not start out that way. After all, despite some of the more
extreme rants of self-proclaimed “cyberlibertarians,” the Internet is a creature born not in
the rich soil of the valleys around San Jose, but at the Pentagon with the aid of
government-sponsored academia. It is the case that much of the Internet’s early direction
initially came from those at the “core” of the network. In particular, government,
military, and academia provided the structure and financial support for the nascent

45 Nelly Oudshoorn and Trevor Pinch, Introduction, in How Users Matter: The Co-Construction of Users
and Technology (2005), at 2.
46 John Ziman, Evolutionary models for technological change, in Technological Innovation as an
Evolutionary Process, John Ziman ed. (2000), 3, 8.
47 Susan P. Crawford, Biology and the Broadcast Flag (2004), at 606.
48 Leibowitz, at 107.
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network. As a result, “the Internet was born at the unlikely intersection of big science,
military research, and libertarian culture.”49

Indeed, “the real history of the Internet reaches back to that terribly traditional, often-
reviled institution of our collective aspirations: government.”50 The “gift culture of the
ARPANET” became a prolific incubator of many innovations.51

“The whole history of very large-scaled integrated circuits, computation, computer
science, artificial intelligence, encryption, and even the Internet and World Wide Web is
driven by the Defense Advanced Research Projects Agency (DARPA) and assuredly
would not have evolved in the direction it did without the military’s interests and lavish
support.”52

The Internet required three decades of subsidies to reach commercial market introduction.
“Only government can afford to be that patient.”53

It is unclear whether the free market alone would have created such a thing as the Internet.
Networking pioneer and entrepreneur Charles Ferguson, for one, claims that the private
online companies were no match for the government-backed Internet. In an entertaining
account of his high-tech exploits in the 1990s, Ferguson observed that new technologies
like the Internet typically come from neither the venture capital industry nor from the free
market. Instead, he shows how “virtually all the critical technologies in the Internet and
Web revolution were developed between 1967 and 1993 by government research
agencies and/or in universities.”54 During than same time period, a $10 billion
commercial online services industry arose in the free market. The comparison between
the two, he argues,

is extremely clear and extremely unflattering to private markets. The
commercial industry’s technology and structure were inferior to that of the
nonprofit Internet in every conceivable way, which is the primary reason
that they were so rapidly destroyed by the commercial Internet revolution.
Internet technology was around and available for more than twenty years,
continuously evolving under the noses of companies like AT&T, IBM,
CompuServe, AOL, and even Microsoft. But somehow these companies
managed not to notice. Neither, by the way, did most VCs.55

49 Manuel Castells, The Internet Galaxy (2001), at 17.
50 Bollier, Silent Theft, at 101.
51 Bollier, Silent Theft, at 103.
52

Edward Constant, The Evolution of War and Technology, in Technological Innovation as an
Evolutionary Process, John Ziman ed. (2000), 281, 287.
53 McKnight, Internet Business Models , at 59.
54 Charles H. Ferguson, High Stakes, No Prisoners: A Winner’s Tale of Greed and Glory in the Internet
Wars (1999), at 13.
55 Ferguson, High Stakes, No Prisoners, at 13.
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“Users played a crucial part in making the ARPANET more than an elaborate experiment
in packet switching.”56

Some of the best-known examples of user-led innovation emerge from the public sector,
such as the development of the Internet. It is true that almost none of the users of the
Internet were present at the very beginning, when the Internet first began to take shape.57

However, the values certainly were there from the beginning.58

The Net reflects an open, collaborative culture.

From the 17th to mid-20th centuries, “constitutive choices” about the modern media – the
press, postal and telecommunications networks, cinema, and broadcasting – took place in
the context of larger political and economic transformations.59 In particular, U.S.
government policymakers undertook supremely political objectives with important
economic consequences.60 In short, politics created our media world, from the
emergence of the first newspapers and postal systems to the rise of the mass press,
telecommunications, motion pictures, and broadcasting in the 20th century. Critical
choices about freedom of expression, ownership of media, the architecture of networks,
secrecy, privacy, and intellectual property have made the modern media as much a
political as a technological invention.61

The Internet is no different. Now that the post-industrial, information society has come,
what kind of society it proves to be will ultimately be a political choice. One of the
themes of this paper is that the Net is subject to the very same social and economic and
political forces that affect any other part of the world, real or virtual. A related theme is
that the creation and sustenance of the Internet have been, and remain, profoundly
political acts, and those who care for the future of the Internet must be politically engaged.

“Architecture is politics.” (after Lessig)

As Carl Shapiro and Hal Varian warned us in 1999, no executive in the tech sector can
ignore the government’s role in the information economy. We should not expect the
government’s role to diminish, in antitrust or Internet regulation.62

Further historic points:

Where Wizards Stay Up Late63

56 Abbate, at 219.
57 Constaninus C. Markides and Paul A. Geroski, Fast Second (2005), at 24.
58 Naughton, Brief History of the Future, at 273-280.
59 Paul Starr, The Creation of the Media (2004), at 2.
60 Starr, Creation of the Media, at 3.
61 Starr, Creation of the Media, at __.
62 Carl Shapiro and Hal Varian, Information Rules (1999), at 317.
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Inventing the Internet64

The Internet’s Coming of Age65

2. The Pre-Web

Pre-Web: email, bulletin boards, chat rooms, and “walled garden” commerce

[cite BroadNet paper]

Neil Randall, The Soul of the Internet66

In the mid-1990s, the primary driver of TCP/IP-based internetworking was
communications – in particular, e-mail, public newsgroups, and mailing lists.67

Rag Tomlinson, working for BBN in Cambridge, Massachusetts, figured out how to
modify the file transfer protocol to carry mail messages. The interesting aspect of the
story is that he wasn’t even supposed to be working on such a project.68 From such
hidden and personal motivations do innovations like e-mail spring forth into the world.

3. The Web 1.0

As the 1990s dawned, and the Web began to stir to life, the “edge” of the network (the
end users themselves) began increasingly to take control.

Digital Crossroads69

Not coincidentally, the Internet grew from a small band of computer-literate
programmers to a vast community of users, with the introduction of new protocols such
as FTP and HTTP.70

63 Katie Hafner and Matthew Lyon, Where Wizards Stay Up Late: The Origins of the Internet (1996).
64 Janet Abbate, Inventing the Internet (1997).
65 National Research Council, The Internet’s Coming of Age (2001).
66 Neil Randall, The Soul of the Internet: Net Gods, Netizens, and the Wiring of the World (199 ).
67 Jerry Allaire and Robert D. Austin, Broadband and Collaboration, in The Broadband Explosion (2005),
at 24. The authors note that these activities were driven by the desire to collaborate and communicate. Id.
68 [cite]
69 Jonathan E. Nuechterlein and Philip J. Weiser, Digital Crossroads: American Telecommunications Policy
in the Internet Age (2005).
70 Terry Bossomaier and David Green, Patterns in the Sand (1998), at 160-161.
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the Internet revolution, responsible for allowing scalable innovation and the ability to
“disassociate[] the economics of innovation from the economics of signal transport.”75

Put somewhat differently, everything not prohibited is permitted.76

Duncan Watts lauds the “innovators and revolutionaries who acted out of conscience,
ideology, inventiveness, and passion are an essential component of a global cascade,
forming the seed as trigger from which the cascade can propagate.”77 However, he also
points out that success depends almost entirely on the nurturing qualities of the substrate
on which the seed lands.78 An often underappreciated part of this equation is those who
actually end up using the innovations, and thereby make them useful to all. Watts calls
them the “real engine” that powers an application like Napster and transforms it from a
mere idea to a phenomenon.79 So, just as the Net enables those who devise and distribute
the applications, it also enables the millions, or the few, or the one, who find them useful
in their lives. In a real sense, the innovators, their innovations, and their intended
audience cannot thrive one without each other.

Still, the United States Government gifted us with the Internet – and it can just as easily
take it back.

C. The Edgy Nature of Innovation

If there is any one business lesson of the last decade that has acquired near-universal
empirical support and expert agreement, it is this: innovation is a good thing. The
creation of new and different objects, processes, and services are at the heart of any
rational conception of economic growth and the fulfillment of human potential. No
matter what you call – creativity, entrepreneurism, novelty, ingenuity – the global
economy feeds on the constant infusion of the products of innovation. And in the case of
the Internet, as we have seen, users operating at the so-called edge of the network are
responsible for much, or not most, of the key innovations that we enjoy today. This is no
surprise, for the Internet in fact is an innovation-fostering platform.

1. Innovation and the Net

The 20th Century will be credited by many as the century of innovation.80 However true,
that statement raises a number of critical questions: what exactly is innovation? How did

74 Comments of Tucows, Inc. to the Telecommunications Policy Review Panel Secretariat, August 15, 2005,
at 3. See also Weinberger, Small Pieces, at 82 (The Web is profoundly “permission-free and management-
free”).
75 Comments of Tucows, at 3.
76 Crawford, [ ], at [ ].
77 Watts, Six Degrees, at 248.
78 Watts, Six Degrees, at 248.
79 Watts, Six Degrees, at 248.
80 Gerard H. (Gus) Gaynor, Innovation by Design: What It Takes to Keep Your Company on the Cutting
Edge (2002), at 1.
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we manage to get a lot of it recently? And how can we ensure more of the same in the
future? Like the Roman god Janus, the proper approach to innovation is two-faced – one
looking backward and the other gazing intently toward the future.81 This section briefly
addresses some of the important attributes of innovation as they pertain to the Internet.

a. What is innovation?

Innovation is a much-admired concept, yet in many ways still rather mysterious and
elusive. It has been defined in some quarters as invention plus implementation.82 More
specifically, innovation involves the process of taking a raw idea and developing it into a
concept, which yields some type of invention, which is finally implemented and
commercialized.83 In one analysis, the existence and extent of innovation depends on
four major elements: resources, infrastructure, culture, and process.84 However one
chooses to define it, “innovation is the key factor enabling growth and change in
capitalist economies,”85

Clayton Christensen placed the concept of innovation squarely before the general public
in his acclaimed trilogy.86 His writings focus on what he calls sustaining innovations –
those allowing firms to provide better and more profitable products to their customers –
as opposed to disruptive innovations – those offering initially poorer performance along
the dimension that existing customers care the most about. His theories can be summed
up by three overarching concepts:87

The disruptive innovation theory

Existing companies have a high probability of beating new entrants when the contest is
about sustaining innovations, but almost always lose to attackers armed with disruptive
innovations. Sustaining disruptions appear to established companies to be much more
attractive than disruptive ones, even though disruptive innovations often ultimately drive
more long-term growth.

The resources, processes, and values (RPV) theory

An organization’s strengths and weaknesses can be defined by its resources (what a firm
has), processes (how a firm does its work), and values (what a firm wants to do).
Incumbent firms fail in the face of disruptive innovations because their values will not
prioritize disruptive innovations, and the firm’s existing processes do not help them get

81 Ohmae, The Next Global Stage, at 247.
82 Gaynor, Innovation by Design, at 3.
83 Gaynor, Innovation by Design, at 3, 7.
84 Gaynor, Innovation by Design, at 2-3.
85 Lee W. McKnight, Internet Business Models: Creative Destruction As Usual, in CREATIVE
DESTRUCTION: BUSINESS SURVIVAL STRATEGIES IN THE GLOBAL INTERNET ECONOMY (2001) at 39-41 (Lee
W. McKnight, Paul M. Vaaler, & Raul Katz eds.).
86 Clayton M. Christensen, The Innovator’s Dilemma (1997); Clayton M. Christensen, The Innovator’s
Solution ( ); Clayton Christensen, Scott D. Anthony, and Erik A. Roth, Seeing What’s Next (2004).
87 See generally Christensen, Anthony, and Roth, Seeing What’s Next, at 275-290.
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done what they need to get done. An example here is Microsoft’s struggle to contend
with Linux and open source software.

The value chain evolution (VCE) theory

Companies can choose either to integrate (executing most activities themselves) or to
specialize (focus on narrow range of activities and relying on suppliers and partners for
other elements in the value chain). Integrated architectures tend to be relatively inflexible,
and integrated companies tend to react relatively slowly.

Modular architectures that facilitate (or permit) disintegration sacrifice
raw performance in the name of speed to market, responsiveness, and
convenience. This sacrifice allows companies to customize their products
by upgrading individual subsystems without having to redesign an entire
product. They can mix and match components from best-of-breed
suppliers to respond conveniently to individuals customers’ needs.88

[more]

b. What is the link to the Internet?

Christensen believes that the Internet’s decoupling of services and transport creates
innovative new business models across customers and markets. In his words, “IP is the
ultimate modular interface.”89 Modularity has a profound impact on industry structure,
because it enables independent, nonintegrated organizations to sell, buy, and assemble
components and subsystems. In a modular world, firms can prosper by outsourcing or by
supplying just one element.90

Lee McKnight posits that the Internet facilitates rapid development and diffusion of
innovations by network users. The Internet Protocol acts as a “bearer service”—the
general purpose platform technology linking technologies, software, services, customers,
firms, and markets—so that the Internet is “an innovation engine that enables creation of
a remarkable range of new products and services.”91 Thus, “the Internet works its magic
through rapid development and diffusion of innovations.”92 Others agree with the
analogy that the Internet serves as a uniquely suitable platform for innovations.93

How the Internet spreads innovation is another question. Yochai Benkler has concluded
that the flat, widely distributed Internet allows individual expressive freedom for a wide
range of innovative users. Susan Crawford: “IP network design is flat and highly
decentralized, allowing substantial innovation to occur at the edges of the network,” with

88 Christensen, Anthony, and Roth, Seeing What’s Next, at xx.
89 Clayton Christensen and Scott D. Anthony, Disruption, Disintegration, and the Impact of New
Telecommunications Technologies, in The Broadband Explosion (2005), 91, 104.
90 Christensen and Anthony, Disruption, at 99.
91 McKnight, Internet Business Models , at 40 (citation omitted).
92 McKnight, Internet Business Models , at 41 (citation omitted)
93 Phil Weiser, Law and Information Platforms, 1 J. ON TELECOMM. & H IGH TECH. L. 1, 22 (2002).
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end users.94 Professor Solum discusses how “nearly all user functions are implemented at
the upper application layer.”95 Solum continues, “Thus, innovation is decentralized and
placed in the hands of individual innovators,” and the Internet can become an “innovation
commons.”96

The Internet is that rare breakthrough innovation.97

Lessig: The Web provides the most powerful and diverse spur to innovation of any in
modern times.

“The Internet may be considered a disruptive innovation, but in essence it’s a new way of
doing business – a new tool to accomplish the same result.”98

The “central presumption of internet innovation” is that “everything not prohibited is
permitted.”99

ITAA: Innovation at the Edge program100

c. Where do innovations come from?

The easily-stated facts about innovation and creativity fostered by end users operating at
the edge of the network is bolstered by the observations and analyses of many of the
leading economists and technologists of the day. Indeed, while several theories are
prevalent concerning the source and nature of innovation, all point to the same
conclusion: the talents and determination of the disaggregated many outweigh those of
the aggregated few.

More to the point, innovation tends to flow from the users, not the consumers or
providers; from the many, not the few; from the connected, not the isolated; from
individuals and small groups, not larger organizations; from the upstarts, not the
established; from the decentralized, not the concentrated; from the flat, not the
hierarchical; from the autonomous, not the controlled. Innovation flows from those users
motivated by profit and pride and personal fulfillment. Individual innovations tend to be
minor and incremental, but collectively create technical progress.

Obviously these observations amount to a generalization, one not true for all times and
places and people. Certainly there are many innovative large, entrenched organizations,
and uncreative small ones. If nothing else, however, the concept of “innovation from the
edge” provides a useful corrective to present-day presumptions about how the markets

94 Crawford, Someone to Watch Over Me, at 21.
95 Solum, at 27.
96 Solum, at 27.
97 Gaynor, Innovation by Design, at 34.
98 Gaynor, Innovation by Design, at 31.
99 Crawford, Someone to Watch Over Me, at 36.
100 www.itaa.org
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work in a capitalist society, and highlights the importance of the edge of the Net to the
rest of us.

The individual users

The leading theorists all agree: innovation flourishes between and among end users at the
edge of a decentralized, modular Internet.

Odlyzko: A large fraction of innovations comes from users at the edge of the Internet.

Users are co-designers and co-makers of modern technological society.101

The work of Professor Yochai Benkler expands further on the idea of the Internet as an
innovation commons. Professor Benkler describes how the Internet helps disrupt the
traditional producer/consumer model by empowering the rise of end users who can play
both roles as part of a continuing conversation and exchange of information. The “Great
Shopping Mall” can be transformed into the “Great Agora,” featuring unmediated
conversation of the many with the many.102

The “co-construction of users and technology” sees users and technology as two sides of
the same phenomenon.103

Innovators from the beginning are very interested in their future users and inscribe their
hypotheses about users into the technical content of the new object.104

Eric von Hippel: Users of products and services – both firms and individual consumers –
are increasingly able to innovate for themselves.” A user-centered innovation process.105

Users develop many innovative new products in a widely distributed fashion.

The traditional pattern of concentrating innovation-support resources on a few individuals
is hugely inefficient. Users can create, produce, diffuse, provide field support for, update,
and use complex products by and for themselves in the context of user innovation
communities.106

User innovation improves market success rates for manufacturers. The major reason for
commercial failure of manufacturer-developed products is poor understanding of users’
needs. User innovation helps to reduce information asymmetries between user and
manufacturer and so increases the efficiency of the innovation process.107

101 Johan Schot and Adri Albert de la Bruheze, The Mediated Design of Products, Consumption, and
Consumers in the Twentieth Century, in How Users Matter (20 ), at 203.
102 Yochai Benkler, From Consumers to Users: Shifting the Deeper Structures of Regulation Toward
Sustainable Commons and User Access, 52 FED. COMM. L.J. 561, 565 (2000).
103 _________________, Introduction, in How Users Matter, at 3.
104 Jessika van Kammen, Who Represents Users, in How Users Matter, at 152 (citation omitted).
105 Eric von Hippel, Democratizing Innovation (2005), at 1.
106 von Hippel, Democratizing Innovation, at 14.
107 von Hippel, Democratizing Innovation, at 109.
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Users are the first to develop many and perhaps most new industrial and consumer
products, a contribution growing steadily largely as a result of continuing advances in
computer and communications capabilities.108

In the early stages, individuals do drive innovation, although teams are required as the
project progresses.109

The many

Innovation by users tends to be widely distributed in innovation communities, rather than
concentrated among just a very few very innovative users.110

(the decentralized)

Innovation from the edge also is not surprising because of the newfound “wisdom of the
crowds” phenomenon. According to this theory, large groups of people are smarter than
an elite few. They are better at solving problems, fostering innovation, coming to wise
decisions, and even predicting the future. In turn, collective intelligence requires
diversity, independence, and decentralization,111 the very qualities provided by the
Internet.112

The disparate

“Innovations come in all sizes and shapes, from all geographical centers, and with very
specific requirements. One size does not fit all.”113

The socially connected

Andrew Hargadon has examined how innovation typically is the result of synthesizing, or
“bridging” ideas from different domains, so that one is simultaneously thinking in
multiple boxes. His research shows that innovation is about creatively recombining ideas,
people, and objects from past technologies, in ways that spark new technological
revolutions. These breakthrough “recombinant inventions” depend on “building”
communities, so that in the end innovation is as much social as technical.114 In his view,

108 von Hippel, Democratizing Innovation, at 2.
109 Gaynor, Innovation by Design, at 22.
110 von Hippel, Democratizing Innovation, at 10-11.
111 James Surowiecki, The Wisdom of Crowds (2004), at 22.
112 See also Howard Rheingold, Smart Mobs (2002) (The next major technological and cultural shift will
yield “smart mobs” as a fundamentally new form of connectivity).
113 Gaynor, Innovation by Design, at 22.
114 Andrew Hargadon, How Breakthroughs Happen: The Surpising Truth About How Companies Innovate
(2003), at 3-30.
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entrepreneurs and inventors are no smarter or more tenacious than the rest of us – they
are simply better connected.115

Thackara states that innovation is a social process that involves complex interactions
among individuals, communities of practice, and customers.116 After the physicist
Murray Gel-Mann, he sees innovation as an “emergent phenomenon” that happens when
a person or organization fosters interaction between different kinds of people and
disparate forms of knowledge.117 To Thackara, anything that impedes the free flow of
interactions among individuals hinders innovation.118

In discussing Linux as an example, Boru Douthwaite says that “Technologies develop
more rapidly when there are a lot of novelty-generators who are able to communicate
quickly and easily with each other and who are highly motivated to pass improvements
on.”119

The upstarts

Innovation flourishes when companies have both the motivation and ability to
innovate.120 Where motivation is lacking, innovation cannot occur.

“In almost all cases, established firms are slow to adopt radical technologies as they
appeared.”121 Established, profitable firms are almost invariably more conservative and
risk averse than are fledgling competitors.”122

Innovation destroys traditional industry structures, leading to blurred and fluid industry
borders, rapidly shifting interfirm alliances, ands unrelenting introduction of cost-
reducing products and process innovations.123

Michael Katz believes that “[t]he hourglass architecture allows innovations to take place
at the application and transport layers separately. This ability for independent innovation,
speeds the rate of innovation, and increases the ability of entrepreneurs to take advantage
of new opportunities.”124

115 Hargadon, How Breakthroughs Happen, at 11.
116 Thackara, In the Bubble, at 99.
117 Thackara, In the Bubble, at 99
118 Thackara, In the Bubble, at 100.
119 Boru Douthwaite, Enabling Innovation (2002), at 105.
120 Christensen, Anthony, and Roth, Seeing What’s Next, at 21.
121 James M. Utterback, Mastering the Dynamics of Innovation (1994), at 180.
122 Utterback, Mastering the Dynamics of Innovation, at 223.
123 See generally McKnight, Vaaler & Katz, Introduction to Creative Destruction, in Creative Destruction
(2001), at 3-17.
124 Michael L. Katz, Thoughts on the Implications of Technological Change for Telecommunications
Policy, in TRANSITION TO AN IP ENVIRONMENT, A REPORT OF THE FIFTEENTH ANNUAL ASPEN INSTITUTE
CONFERENCE ON TELECOMMUNICATIONS POLICY (2001), at 26.
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“The new, the unconventional, and the off-the-wall proposals that alter the status quo of
an organization are not amenable to conventional wisdom. The voices of conformity and
conventional thinking are not the voices of innovation.”125

Invention and innovation need people with some level of dissatisfaction with the status
quo, namely new pathfinders with the ability to move the status quo.126

Innovation does not occur in an organization that supports the status quo and denigrates
the forward thinkers.127

Innovation is about the courage to introduce change. “People who cannot live without
change become the innovators. Innovators do not live in the organization’s comfort
zone.”128

Getting an innovation to market involves two thresholds that the innovation must cross
on its path to impact. The first occurs at the status quo, the situation that the innovation is
trying to improve; the second is at the new outcome that the innovation seeks to create,
where a significant portion of its adopters are made better off. The slower pace of
adoption is because the affected market participants must dismantle a preexisting
equilibrium and recoordinate a new one.129

The autonomous

Larry Lessig describes how the “end-to-end principle renders the Internet an innovation
commons, where innovators can develop and deploy new applications or content without
the permission of anyone else.”130 Lessig also claims that “[t]o those who argue that
control is necessary if innovation is to occur, and that more control will yield more
innovation, the Internet is the simplest and most direct reply.”131

Innovation will not thrive in an organization with a command-and-control mentality, nor
an organization that believes in total freedom. There must be a balance between levels of
freedom and levels of discipline.132

The incremental

Most innovations from any source are minor, but are cumulatively responsible for much
or most technical progress.133

125 Gaynor, Innovation by Design, at 6.
126 Gaynor, Innovation by Design, at 17.
127 Gaynor, Innovation by Design, at 20
128 Gaynor, Innovation by Design, at 5.
129 Bhaskar Chakravorti, The Slow Pace of Fast Change (2003), at 3- __.
130 LARRY LESSIG, THE FUTURE OF IDEAS, at 40 (emphasis in original).
131 LARRY LESSIG, THE FUTURE OF IDEAS, at 14.
132 Gaynor, Innovation by Design, at 18.
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Most innovation takes place incrementally.134

Most attempts to produce new innovations end in failure.135

Innovations generally are not planned, and usually cannot be planned.136

Most innovation does not reach the public eye; it is taken for granted, and seldom
recognized.137

The modular

[more]

Of course, innovations are not limited to the content and applications layers, or to
consumer-facing retail offerings. Innovation also happens deep in the logical and physical
infrastructure of the network. Indeed, layering with IP at the center allows for significant
network innovation below, as well as above, the IP layer. And recent history shows that
much of that innovation comes not from established incumbents guarding legacy market
positions, but from hungry, eager competitors.138

2. Complexity and the Net

Innovation aside, the architectural elements of the present-day Internet are well worth
preserving and extending into the broadband era.

Many have misunderstandings about information as formal, abstract, and immaterial. As
Mark Taylor makes clear, however:

“The opposition between form and content, or information and matter … is no more
defensible than the opposition between speech and writing. It is becoming increasingly
obvious that information is, in important ways, material, and matter is informational….
Thus, the movement into the Information Age should not be conceived in terms of
growing abstraction and increasing dematerialization, but as the complication of the
relation between information and the so-called material conditions of life. As the line

133 von Hippel, at 21.
134 Gaynor, Innovation by Design, at 5; 24-25; 30.
135 Markides and Geroski, Fast Second, at 24.
136 Gaynor, Innovation by Design, at 5.
137 Gaynor, Innovation by Design, at 3.
138 Whitt, A Horizontal Leap Forward, at __.
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between the material and the informational becomes permeable, information processes
become considerably more extensive.”139

“The parameters of the current Information Age become clear when we understand the
information revolution not only as a major sociocultural change but also as something
like an orbital movement in which information revolves in such a way that it begins to act
on itself. The information revolution occurs when information turns on itself and
becomes self-reflexive. This turn has been made possible by new electronic and
telematic technologies, through which information acts on information to form feedback
loops that generate increasing complexity. This is why the information revolution issues
in the moment of complexity.”140

“The complexity of human interactions has been fostered throughout the ages by
communications technology, which facilitates the exchange of information on all levels,
from individuals to governments. The more information is exchanged, the more feedback
processes occur, and thus, in general, the more complexity. Computer networks are now
transforming the nature and speed of such communications, and the sheer volume of
accessible information.”141

The Internet “is evolving, highly distributed, and lacking any central control, but it has
the capability to support emergent phenomena in terms of the structures that can result
from information exchange.”142

Susan Crawford has done some interesting work in explaining how the Internet is an
evolving complex adaptive system, or CAS.143 She has demonstrated how the Internet is
a complex system, made up of many interacting agents whose dynamic engagements
produce elaborate permeable membranes regulating information flows.144 For optimal
results, complex systems should be divided into competing, co-evolving (and sometimes
selfish) patches, or sets of rules.145 Centralized control attempts for any moderately
complex environment are likely to be less complex than that environment, and thus are
likely to fail.146 The Internet has given rise to an explosive growth in information flows,
prompting the emergence of a richly varied, closely-connected, and highly-structured
social, cultural, and intellectual online world.147

“All complex networks function between fixity and flux.”148

139 Mark C. Taylor, The Moment of Complexity: Emerging Network Culture (2001), at 106.
140 Taylor, The Moment of Complexity, at 106.
141 Peter Coveney and Roger Highfield, Frontiers of Complexity (1995), at 338.
142 Coveney and Highfield, Frontiers of Complexity, at 338.
143 See generally Crawford, Shortness of Vision, at 55-60.
144 Crawford, Shortness of Vision, at 55.
145 Crawford, Shortness of Vision, at 60.
146 Crawford, Shortness of Vision, at 56.
147 Crawford, Shortness of Vision, at 9.
148 Taylor, The Moment of Complexity, at 227.
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Rather than longing for a spirituality achieved through disembodiment (Kurzweil), we
need a more radical style of “incarnational thinking and practice.”149

Emergence is not some mystical force that comes into being when agents collaborate.150

The Web is a tremendously disorganized space, a system where the disorder grows right
alongside the overall volume. The Web is not becoming more organized as it grows, so it
is unlikely to blossom into something like intelligence.151

The Internet provides many examples of emergent properties. The Internet is an
“emergent phenomenon,” a protocol for linking together many separate networks.152

Hargadon: The Internet is an example of a complex technical system emerging from
combinations of smaller technologies.153

Thackara: Complex systems are shaped by all the people who use them.154

Mark Ward: “There is a Zipf-like pattern to the way that people search and surf the
Internet.”155

The Web is a small world that displays a peculiar pattern in its anatomy. The shape of
the distribution of pages connected by hyperlinks is not the familiar bell curve, but more
like the distribution of incomes, “with a monstrously long tail extending to the right.”
Such a distribution is called “scale free,” meaning that it is not dominated by any single,
representative scale. The tail decays at a much slower rate than a normal bell curve. It
tapers off according to a “power law” with an exponent of 2.2. Pages with 10 times more
links will be 158 times less likely. This arcane pattern holds across the entire Web.
There was no reason to expect any pattern at all, in the unregulated, unruly labyrinth of
the Web. Barabasi believes the power law is a natural consequence of network growth.
The Web is not static.156

149 Taylor, The Moment of Complexity, at 223-24.
150 Steven Johnson, Emergence (2001), at 116.
151

Johnson, Emergence, at 117. Johnson sees Yahoo and Google functioning as man-made antidotes to
the Web’s natural chaos, an engineered attempt to restore structure to a system that is incapable of
generating structure on its own. Id. at 117.
152 See generally Terry Bossomaier and David Green, Patterns in the Sand (1998), at 159-174.
153 Hargadon, How Breakthroughs Happen, at 9.
154 Thackara, In the Bubble, at 7.
155 Mark Ward, Universality (2001), at __.
156 Steven Strogatz, Sync (2003), at 253-56.
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Open computational systems become self-organizing systems which are different from
their individual program-controlled components and seems to have a nonlinear
dynamics.157

“The idea of a self-organizing worldwide network of software and hardware systems has
become reality.”158

3. Evolution and the Net

Some have also extended the mental of biological evolution to human-created technology,
and in particular the Internet.

Biological systems are a subcategory of complex adaptive systems.

Kurzweil: “technology is the continuation of evolution by other means.”159

“It is easy enough to think of innovation as a kind of mechanical evolution.”160

Vast numbers of people are online and are participating in evolving and value-creating
information exchanges of all kinds.161

Evolution is adaptation to the environment, and not necessarily progress and
directionality. The same is true of the Net. Its evolution is in no particular direction, or
to map a particular progress, or serve a particular design – except to match and mirror
human demands upon it.

Although the process of natural selection is supposed to make organizations more fit for
their environment, evolution does not result in an increase of the fitness of life to the
external world. There is no general progress because the environments in which
particular species live are themselves changing and, relative to the organism, are usually
getting worse. “So most of natural selection is concerned with keeping up,” and “despite
natural selection, things are not getting any better over the long run.”162

The Net evolves by adapting to its context: our human wants and needs.

The Net theoretically can adapt much faster to its environment – human activities – than
other human-made constructs.

157 Klaus Mainzer, Thinking in Complexity (3rd ed. 1997), at 299-300.
158 Mainzer, Thinking in Complexity, at 301.
159 Quoted in Taylor, The Moment of Complexity, at 221.
160 Crawford, Broadcast Flag, at 605.
161 Crawford, Shortness of Vision, at 61.
162 Richard Lewontin, The Wars Over Evolution, in The New York Review of Books, October 20, 2005, at
52.
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Information flow membranes will get better by “co-evolving” – adapting, through
feedback and continuous change, to a world filled with other complex systems with
which they have to interact.163

John Ziman: “Evolutionary models for technological change”

Joel Mokyr, “Evolutionary phenomena in technological change”

“Attention should be paid to the evolutionary ecosystem of the law as the background
medium in which innovation occurs, business models evolve, and social factions grow
and prosper.”164

“Adaptation is the key to innovation, resilience, and sustainability in any complex
system.”165

Evolution and innovation: contingency, context, and chance.166

Crawford also discusses the “sweet spot” between randomness and order, providing a
rich background medium of ecological niches, or “petri dishes,” in which innovation can
take place.167

“Structurally, the Internet is closer to an ecosystem than to a Swiss watch.” 168

The Internet “has all the characteristics of a complex evolving system, making it more
similar to a cell than to a computer chip.”169

“To say that the Web is organic is to under-appreciate organisms. The Web works
because it is broken.”170

Of course, evolution is not necessarily, or even logically, the same thing as progress. To
evolve is to adapt successfully to one’s environment.

Cycle of user activities feeding back into the Net?

In August 2003, Timothy Wu and Larry Lessig told the FCC:

163 Crawford, Shortness of Vision, at 63.
164 Crawford, Broadcast Flag, at 605.
165 Crawford, Broadcast Flag, at 622.
166 Crawford, Broadcast Flag, at 621-29.
167 Crawford, Broadcast Flag , at 606.
168 Albert-Laszlo Barabasi, Linked (2002), at 145.
169 Barabasi, Linked, at 149.
170 Weinberger, Small Pieces, at 83.



RSW DRAFT
FEBRUARY 2006

33

In the academic literature, the Commission has endorsed the evolutionary,
or competitive model of innovation. It holds that the process of
technological innovation proceeds most rapidly through a survival-of-the-
fittest competition between new technologies, and it encourages policies to
ensure a fair fight among competing innovations. If this “Darwinian
evolution” is the best path of innovation, it follows that the most
promising path of development will be difficult to predict in advance.
Hence despite the “waste” generated by a competitive process, the results
will be superior to planned innovation directed by a single prospect holder,
however well-intentioned. That entity will suffer from cognitive biases
(such as a predisposition to continue with current ways of doing business)
that make it unlikely to come to the right decisions, even if it means
well.171

Adherents to this evolutionary model view the innovation process as a survival-of-the-
fittest competition among developers of new technologies. “They are suspicious of
models of development that might vest control in any initial prospect-holder, private or
public, who is expected to direct the optimal path of innovation, minimizing the excesses
of innovative competition.”172 The most promising path of development is difficult to
predict in advance. Some evolutionary theorists view a communications network like the
Internet as a platform for a competition among application developers. “It is therefore
important that the platform be neutral to ensure the competition remains meritocratic.”173

Backers of an evolutionary approach to innovation take the Internet as evidence of the
superiority of a network designed along evolutionary principles.174

The development of computer and information technologies is a quasi-evolutionary
process. The replicators of this process are any of the information patterns that make up
a culture and spread with variation from human to human. As humans have their own
intentionality, the spreading process of information patterns is realized not via
mechanical imitation but via communication.175

The development of a worldwide communication network can be interpreted as the
evolution of complex systems for aiding the spread of memes (ideas, beliefs, habits,
morals, fashions, techniques, etc.) among humans and for establishing a memetic
ecosystem.176

171 Letter from Timothy Wu, Associate Professor, Univerity of Virginia Law School, and Lawrence Lessig,
Professor, Stanford Law School, to Marlene H. Dortch, Secretary, Federal Communications Commission,
CS Docket No. 02-52, at 5 (Aug. 22, 2003).
172 Timothy Wu, Network Neutrality & Broadband Discrimination, 2 J. ON TELECOMMS. & H IGH TECH. L.
4-5 (2003).
173 Wu, Network Neutrality, at 5
174 Wu, Network Neutrality, at 5-6.
175 Klaus Mainzer, Thinking in Complexity (3rd ed. 1997), at 298.
176 Mainzer, Thinking in Complexity, at 299.



RSW DRAFT
FEBRUARY 2006

34

Mark Taylor: “Life is lived on the shifting margin, boundary, edge between order and
chaos, difference and indifference, negentropy and entropy, information and noise. The
interplay of noise, which is informative, and information, which is noisy, creates the
conditions for emerging complexity, which is the pulse of life.”177

“Fitness is measured by the capacity to connect and interrelate effectively and
creatively.”178

Complex systems must be understood as energy flow structures organized by
thermodynamic principles, and “global business is part of thermodynamic biology.”179

Nature abhors a gradient (a difference across a distance) and technological innovation
outside human bodies tends to reduce the gradient of individuality between humans,
allowing us to form groups, tribes, nations, and other sorts of superorganisms.180 The
ability to recognize a gradient drives the evolution of intelligence and perception – and of
new business.181

Biological ecosystems provide a powerful analogy and insights to the functioning of
business networks. Just as “keystone species” in nature play central roles in their
ecosystems, companies such as Wal-Mart, Microsoft, and Li and Fung deploy “keystone
strategies,” using effective collaboration to actively shape and regulate the workings of
their business ecosystems.182

Geerat Vermeij shows how processes common to all economic systems – competition,
cooperation, adaptation, and feedback – govern evolution.183

Economic Ecosystem (John Sviokla, Fast Company): Ultimately, no one company can
out-innovate the market. An ecosystem beats a product (even the iPod) because its
collective of competitors can explore and innovate and invest in many more ideas than
any single company can muster.

Some have taken the “evolutionary” model of the Internet quite literally.184

One need not go quite far still to gain some useful insights from Darwin’s legacy. If
nothing else, we can appreciate how the Net is embedded in its environment – indeed, is a
process emanating from that environment – and vice versa. The Internet is a product and

177 Taylor, Moment of Complexity, at 123.
178 Taylor, Moment of Complexity, at 197.
179 Eric P. Schneider and Dorion Sagan, Into the Cool: Energy Flow, Thermodynamics, and Life (2005), at
293.
180 Schneider and Sagan, Into the Blue, at 291.
181 Schneider and Sagan, Into the Blue, at 291.
182 Marco Iansiti and Ray Levien, The Keystone Advantage (2004), at __.
183 Geerat J. Vermeej, Nature: An Economic History (2004).
184 For example, Howard Bloom talks about how each human being constitutes a module of a
multiprocessor intelligence, which fuses every living thing into the planet’s interspecies mind. See Howard
Bloom, Global Brain (2000), at 219.
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process of human culture writ large, and as such is intensely sensitive to changes in the
social, economic, and legal landscape.

4. The (Kenneth) Arrow of Uncertainty

History is littered with examples of people who guess wrongly about the future of
technology.185

Kenneth Arrow’s “information paradox,” as read through subsequent commentators, is
that we cannot know the innovation costs of damaging the transparency of the Internet,
but we must consider those costs when the government is formulating regulatory
policy.186 In essence, we cannot know the benefits of innovation until they are realized.

Lawrence Solum has described the many factors at play in such an analysis of uncertainty,
including identifying the innovative applications that may be affected, the costs imposed,
and the value provided by the innovations.187 He also notes that our public institutions,
such as courts, legislatures, and administrative agencies, have only a limited capacity to
understand and deal with these uncertainties, especially in the context of the Internet.188

Larry Lessig has stated that “the very premise of the Internet is that no one can predict
how it will develop.”189

Lessig states that “the network is open to adopting applications not originally foreseen by
the designers.”190 When the future is uncertain (when future uses of a technology cannot
be predicted), leaving the technology uncontrolled is a better way of facilitating the right
sort of innovation. Plasticity—the ability of a system to evolve easily in a number of
ways—is optimal in a world of uncertainty.191

Uncertainty swirls around “the curious mixture of idealism, insularity, and creative
energy that drives the very front end of the innovation process.”192 On net, choices made
by individuals connected to one another produce unexpected results when they add up.193

In connected systems, cause and effect are related in a complicated and often quite
misleading way.194 Most of the time, we are only in a position to judge the significance
of things in retrospect, and in retrospect it is easy to be wise.195

185 Frances Cairncross, The Death of Distance (2001), at ix.
186 Kenneth Arrow, Economic Welfare and the Allocation of Resources for Invention, in THE RATE AND
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